
The Council to Reduce Known Cyber Vulnerabilities 
1747 Pennsylvania Ave. N.W., Suite 1000 

Washington, D.C. 20006 
 

March 23, 2015 
 
Ms. Pam Simpson 
National Association of Insurance Commissioners 
444 North Capitol Street NW, 
Suite 700 
Washington, DC 20001 
 
By email to: psimpson@naic.org 
 
Dear Ms. Simpson: 
 
 Thank you for the opportunity to comment on the draft comprehensive 
cyber-security regulatory principles for insurance operations described in the 
NAIC’s recent press release. 
 
 In general, we believe that the current focus by policy makers on post-
cyber breach policies, as well as on information sharing misses the broader 
historical lessons learned by the insurance industry and government when 
presented with new technology and devices that bring great advancements, but 
also the potential to cause great harm. 
 
 When faced with conflicting and confusing data, it may help put the 
current cyber breaches into historical context, to give policy makers such as 
yourselves a familiar framework. 
 

We believe the historic role of the insurance industry in effecting change 
and safety regarding the widespread use of new technology must be considered 
when weighing options about how the insurance industry responds to the cyber 
safety crisis our nation now faces. 
 
 Firewalls came about after the second time most of Chicago burned to the 
ground.  The prevalence of many more fire stations or fire alarms did not prevent 
the second burning of the city.  It was only after brick walls between the buildings 
(firewalls) were mandated by building codes, that the row house fires were 
contained. 
 
 As you know, there are no software or firmware building codes.  There 
have been detailed and successful drafts of such codes that could be adapted for 
all code, most recently by Dr. Carl Landwehr of George Washington University 
regarding medical devices, which are attached.   
 

Also attached is a presentation titled “Supply Chain Security,” with specific 
examples of hundreds of known security vulnerabilities in a networked medical 
device currently used in hundreds of hospitals now in the U.S. 
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When electric appliances first appeared, their safety problems were widely 
reported and the public demanded action.  Thus, Underwriter Laboratories was 
created, located in Chicago.  As standards were set and enforced, the safety of 
electric devices increased, and their safety is such that most now consumers do 
not even consider that such products could be unsafe. 
 
 There is no equivalent of a Cyber Underwriter Laboratories to set and 
promulgate standards for code or any accepted method or place to even test code 
for vulnerabilities, or approve it’s deployment. 
 
 When air travel began and passenger plane crashes increased in frequency 
and numbers, again, the public demanded action and the National 
Transportation Safety Board was born.  Plane crashes dropped, and air travel has 
become a safe and trusted mode of travel. 
 
 The NTSB came about to understand why these crashes were happening 
and to create policies to prevent them in the future.  It was clear to policymakers 
at that time that relying on information from the manufacturer or the owner of 
the planes that crashed was resulting in more plane crashes, not fewer.  (Please 
find attached Chris Wysopal’s presentation of why a cyber version of the NTSB is 
needed and link to the video of the same presentation: 
https://www.youtube.com/watch?v=glhag4b68Sk.)  

 When automobile crashes began to take lives and a public debate about 
safety mechanisms and design of automobiles made it a priority for policy 
makers, The Insurance Institute for Highway Safety (IIHS) and The Highway 
Loss Data Institute (HLDI) were formed in response to demand by the public 
about the safety of every make and model of car sold in the United States.  The 
fact that every vehicle sold has a safety test rating, which is based on repeated 
tests and scientific data, contributes greatly to the improving safety of every 
vehicle. 

 For a credible cyber security rating that is trusted by the public, an 
independent testing facility and rating system needs to be established. 

 The historic response to new technology and demands for safety, as well as 
the role of the insurance industry to set, maintain, promulgate and effectively 
enforce those standards has been a great historic success. 

 None of these mechanisms are in place in the software industry, and none 
of these mechanisms are the focus of policy makers. 

Unfortunately, the historic role of preventing disasters and loss of life by 
the insurance industry has largely been ignored in the debate about cyber 
security. 
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Virtually all legislative and policy attention has been centered around what 
happens after a breach, not on preventing them in the first place. 

The Single Greatest Factor in Preventing Cyber Breaches 

 The Massachusetts Institute of Technology recently concluded that eighty 
percent of the cyber breaches in 2014 were caused by published, known 
vulnerabilities in code that were not patched. 

 Other estimates put the breaches because of already known vulnerabilities 
at forty-four percent, or ninety-nine point nine percent. 

 No one really knows whether the number is half, eighty percent or 
virtually all of the recent breaches were because of known vulnerabilities that 
were not patched.  This lack of precision on this point is an indication of exactly 
how nascent we are in addressing the expensive problem of cyber breaches (one 
recent industry estimate put the annual cost of cyber breaches at nearly half a 
trillion dollars.) 

 We are aware that the lack of specific data means that meaningful policies 
to insure against breaches are impossible to underwrite.  This lack of analysis and 
data regarding breaches argues, in our view, for a review of the policy options we 
have outlined above. 

The First Cornerstone Building Code: Reduce Known Vulnerabilities 

 Outside of the historic policy options that could be modified to help 
prevent cyber breaches, we believe that MIT is correct in their assessment that 
the number one cause of breaches is known vulnerable code that is not patched. 

 From the perspective of a hacker, why not try all the known vulnerabilities, 
before having to reinvent the wheel and start from scratch to find a completely 
new, and unknown vulnerability? 

 In the attached article titled “Almost to Big to Fail,” by Dan Geer, CISO at 
In-Q-Tel and Joshua Corman, CTO of Sonatype, they found that “more than half 
(59%) of the vulnerable base [open source] components remain unrepaired.” Of 
the 41% that were repaired, the Mean Time To Repair (MTTR) was 390 days. 
This finding is as stunning as it is disturbing.   

 There is a movement within highly regulated financial and aerospace 
industries to no longer tolerate known vulnerabilities in any code they purchase. 

 Further, with many of these companies in the financial industry leading 
the way, they are forcing their own software supply chain to comply with this no 
known vulnerabilities standard.  
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To illustrate the pervasiveness of just how many known vulnerabilities can 
exist in either software or firmware -- from which hackers can exploit and launch 
all manner of attacks such as denial of service, malware injection, ransom ware, 
data exfiltration or any of the other well known attacks –- please find attached a 
second Codenomicon presentation on the number of known vulnerabilities in 
various devices. 

The Second Cornerstone Building Code: Patchability 

In addition to illustrating the widespread nature of these known 
vulnerabilities, pay close attention to the Codenomicon graph that shows devices 
become more infected with vulnerable code over time, and what happens if they 
are not patched, or are not designed to be patchable. 

Code with no known vulnerabilities when it is deployed will soon become 
vulnerable as components or binaries of open source code that was used, become 
known to contain newly discovered vulnerabilities. 

Thus, making all software or firmware patchable is the second key 
software building code.  This will allow software with no known vulnerabilities 
remain so over time.  For example, today there are still 300,000 Internet facing 
devices with the vulnerable Heartbleed software component.  It is likely that 
these devices cannot be patched, because the Heartbleed component is in 
firmware.  These devices will remain Heartbleed infected until the device is 
replaced. 

The Third Cornerstone Building Code: Consistent Patching of 
Software as Vulnerabilities become Known 

For organizations with hundreds of thousands or millions of lines of code 
in their business operations, it is essential that they keep a bill of materials of all 
the binaries, including their version number, so that every binary can be 
catalogued and checked as new vulnerabilities are announced daily by the 
National Institute for Standards and Technology’s National Vulnerability 
Database. 

Safercar.gov is a website that allows consumers to be informed and track a 
car part that has become known to be defective.  (These parts are recalled so the 
car can be fitted with a non-defective, safe part.)  Software programmers 
regularly use components built by someone else in their software.  But consumers 
have no visibility into what those third party binary software parts are, or which 
parts have become known to be defective since the software was published and 
purchased.   

It is important that a process be encouraged to replace defective software 
components discovered after the software is purchased or published.  This way, 
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consumers, businesses and governments can be protected from breaches based 
on known vulnerabilities that are discovered after the software is published.   

There is no “auto update” process, like exists for your laptop or phone, for 
a third party or open source binary component that has become known to be 
defective to be replaced.  Only by checking new announcements of components 
that have become known to be vulnerable, and comparing those announcements 
against the bill of materials of components used, will consumers, business or the 
government know they have a component that has become known to be 
vulnerable, which they must patch with the non-vulnerable version.  Software 
operators have a need to know when their software or devices become vulnerable 
to being breached. 

 Federal legislation was introduced in the U.S. House December 2014, 
which can be easily adopted by states to effect these three key building codes of 
no known vulnerabilities and Patchability – H.R. 5793, The Cyber Supply Chain 
Management and Transparency Act (attached). 

 We urge NAIC to consider these policy and software building code 
suggestions, as you work to broaden the positive impact of the insurance industry 
on preventing future cyber breaches. 

 The current situation when insurance policies focus on payouts associated 
with events after the breach – such as notification costs, credit card replacement 
costs – must give way to insurance policies that insure against the billions of 
dollars lost from cyber breaches.  This means that meaningful data about how to 
underwrite policies for specific businesses must be in hand, and trusted neutral 
entities must exist to gather and analyze such data, as well as to make their 
findings public through ratings or a Cyber Labs seal of approval.  

Sincerely, 

Wayne Jackson, CEO, Sonatype  
David Chartier, President, Codenomicon 
Chris Wysopal, Co-Founder and CTO, Veracode 
Mike Ahmadi, Global Director, Critical Systems Security, Codenomicon 
Joshua Corman, CTO, Sonatype 
Dan Perrin, Executive Director, The Council to Reduce Known Cyber 
Vulnerabilities 

The Council to Reduce Known Cyber Vulnerabilities is applying for its 501 (c) 4 
status. 


